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Recommendation 1 
We recommend that WCPS strengthen its controls over the automated procurement and 
accounts payable system and processes.  Specifically, we recommend that WCPS restrict 
user access capabilities to eliminate the ability of users to perform incompatible duties and 
establish independent electronic approval requirements for all critical purchasing and 
accounts payable transactions, as well as changes to user access capabilities.  

Wicomico County Board of Education (WCBOE) Response:
a. WCBOE restricted user access capabilities as soon as this was brought to management’s

attention while the auditors where on site. This prompt action has not been mentioned in
the audit report.

b. WCBOE does have in place independent electronic approval processes for all purchasing
and accounts payable transactions. The Board’s Enterprise Resource Planning (ERP) system,
through which all purchasing and accounts payable transactions are processed, requires
“independent electronic approval.” As an additional control feature, WCBOE has created an
automated email report that is forwarded to the Accounting Manager weekly which
discloses any procurement or disbursement transactions approved by the System
Administrator in the Technology Department. The Accounting Manager investigates such
instances, maintains a log of all outcomes, and reviews with the Comptroller. We reviewed
this action with the auditors in a previous meeting.

Recommendation 2 
We recommend WCPS establish formal guidelines, subject to Board approval, on what 
constitutes acceptable and unacceptable uses for corporate purchasing cards.

WCBOE Response:
a. WCBOE does have established formal guidelines that have been approved by the Board of

Education for the use of corporate purchasing cards. Board management reviewed the
Board’s current Procurement Policy, guidelines, and corporate purchasing card procedures
with the auditors.

b. WCBOE is unaware of a requirement to follow the State of Maryland’s corporate purchasing
card policy. We take exception to the fact that the auditors are basing their findings on
guidelines which are not applicable to the Board of Education.

c. Purchasing card expenditures from local fast food or restaurant merchants totaling
$162,000 is a necessary business expenditure. The nature of a people oriented business
such as the Wicomico County Public Schools requires local food purchases that support
many student and staff initiatives. With students, parents, staff, and community as our
customer base and focus, food is often an avenue utilized to enhance parental involvement,
celebrate student successes, show staff appreciation, and conduct imminent business that
might otherwise have to wait for days or weeks due to busy schedules and scheduling
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conflicts. Many of these “local” purchases have been made with school based purchasing
cards. A majority of these purchases are charged to the School Activity Fund (SAF). The SAF
records all funds raised and donated, as well as expended at the school level. As part of
each SAF, an Employee Fund is required. The Employee Fund is established in accordance
with the negotiated contract and requires that all commissions from vending machines
located in the Faculty Lounges be accounted for in this account. Expenses from this account
are managed by each school’s approved Social Committee Guidelines, which are approved
by the Principal and school staff and reviewed by staff in Business Support Services. Such
guidelines typically include recognition for special occasions/events for all staff and staff
appreciation events, which typically include food purchases. In fact, a close look at the
transactions examined by the auditors reveals the following statistics:

Source of Funds Transaction
Total $ % of $ # of

Transactions % of # Explanation for Use

School Activity Funds $103,339 63% 983 60%

Our 27 school sites utilize procards to
purchase food from local vendors for student,
parent and staff appreciation. These funds for
the most part come from Employee Funds or
Office of the Principal funds. Very little, if any,
funds are General Funds.

Grants $21,596 13% 189 11%

Grant budgets are pre approved by Grantor
agencies and the budgets disclose the use of
the funds for such expenditures.

Staff Development $13,055 8% 85 5%

Staff Development exercises involves multiple
staff members in attendance and to show
appreciation, encourage attendance and
participation, food is purchased.

Special Education $6,164 4% 125 8%

The majority of these expenditures are
related to actual student activities in the
schools.

Board Travel Card $3,014 2% 28 2%

A Board Travel Card is assigned for a specific
use that requires prior approval for the
expenditure.

Board of Education $2,201 1% 20 1%

Board meetings where multiple Board
members and staff members meet to discuss
Board of Education business.

Other $14,307 9% 214 13%

The remainder of these purchases over the
two (2) year period are from 23 different card
holders and result in an average annual spend
of $311.

Total examined $163,676 100% 1,644 100%

As noted in the summary table above, there are many scenarios that would explain and
justify these purchases including but not limited to:

1. Staff gatherings where each staff member contributed his/her personal money, or
used the commissions from vending machines (Employee Fund), but the total bill
was paid using the Pro card
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2. Student appreciation events such as MD School Assessment pizza celebrations,
perfect attendance incentives, etc. across all of our schools

3. Grant funded initiatives such as parent involvement nights, after school activities,
and professional development initiatives, for example, must utilize food as a part of
the event

4. Business meetings and gatherings where WCBOE staff does not utilize their lunch
time in order to conduct important and timely business that otherwise could not fit
into their schedules.

d. The use of the purchasing card to acquire gift cards is an approved transaction by the Board
of Education of Wicomico County. The business of public schools involves the daily
interaction with students, parents, community volunteers, and staff. The Superintendent
and staff have found the use of gift cards as a very effective tool to recognize, encourage,
support, and reward actions or events. Gift cards are welcomed incentives for our students
and excellent tools for staff recognition and encouraging parental involvement. WCBOE
believes that adequate controls exist over the acquisition and distribution of gift cards. Our
current guidelines: 1. restrict when and for what a gift card can be acquired, 2. restrict the
recipients of gift cards, and 3. limit their value to $100 or less.

NOTE, the auditors did not identify in their report, nor bring to WCBOE’s attention any
purchasing card transactions they examined that were abusive or in violation of the Board of
Education’s policy, guidelines, or procedures.*

Recommendation 3 
We recommend that WCPS 
a. assign capabilities to perform critical functions on the automated system only to those 

employees who require it to perform their job responsibilities, and 
b. ensure that a documented review of payroll transactions is performed by an independent 

employee. 

WCBOE Response:
a. WCBOE restricted user access capabilities as soon as this was brought to management’s

attention while the auditors where on site. This prompt action has not been mentioned in
the audit report.

b. WCBOE reviewed with the auditors our approval processes that clearly demonstrate an
adequate system of internal controls in light of current budget constraints. Because of the
size of our organization we understand that not only is it impractical to independently
approve 100% of all payroll transactions, it is impossible to hire sufficient staff to review and

*See Appendix B for related auditor’s comment.
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provide independent approval of 100% of the Board’s payroll transactions each payday. In
fact, over the past several years, due to budget cuts WCBOE has lost a payroll position.
Therefore, in order to establish an adequate system of internal controls surrounding the
payroll process, we have utilized today’s technology to enhance the approval process and to
ensure the accuracy of all payroll transactions.

Recommendation 4 
We recommend that WCPS 
a. ensure that salary increases are determined in accordance with the terms of the labor 

agreement, and 
b. eensure that all promotions, including those we identified, are approved by the Board as 

required. 

WCBOE Response:
a. WCBOE takes strong exception to this recommendation. The Board of Education is in

complete compliance with the terms of all of our negotiated labor agreements. We are
concerned that the auditors have attempted to interpret a legal contract without a legal
interpretation.

b. WCBOE also disagrees with the auditors’ interpretation of the annotated code section 4
103(a)(2) concerning the Board’s requirement for all employees to “set their salaries.”
WCBOE interprets that statement to mean set the salary table which drives all salaries paid
to our employees. We do not believe this means approving each employee’s individual
placement on the approved salary scale. Placement of individual employees on the Board
of Education’s approved salary scale is designated to the Superintendent of Schools.

c. The Board of Education has approved the Superintendent’s procedures for hiring staff when
issues such as critical needs, shortage areas, creating an acceptable pool of candidates or
promoting an employee in order to retain a highly qualified staff arise.*

Recommendation 5 
We recommend that WCPS improve its procedures and controls over equipment.  
Specifically, we recommend that WCPS  
a. verify that all changes to equipment records, including disposals, are properly supported 

and approved prior to posting adjustments; 
b. ensure that appropriate identifying information is maintained in the detail records; and 
c. assign capabilities to perform critical functions on the automated inventory record 

keeping system only to employees who require such capabilities to perform their job 
duties. 
 

*See Appendix B for related auditor’s comment.
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WCBOE Response:
WCBOE agrees with this recommendation. WCBOE staff have already taken the necessary
steps to ensure: 1. the verification of all changes to equipment, 2. the appropriate identifying
information is recorded, and 3. that system access is restricted.

Recommendation 6 
We recommend that WCPS 
a. establish account and password controls in accordance with the best practices 

prescribed by the State of Maryland DoIT Information Security Policy; and 
b. log critical security and audit events on the student information and finance 

management databases, routinely review all security event logs, investigate 
questionable items, document these reviews and investigations and retain the 
documentation for audit verification purposes. 

WCBOE Response:
a. WCBOE updated password controls, including file servers, databases, web services, and

server based applications as noted on the recommended list. This was done while the
auditors were onsite. WCBOE implemented new network authentication services as part of
the recommendation, and as noted in the Discussion Notes for ISA, this installation was
completed in October 2013 as planned. This was a major implementation as part of our
migration to a new platform and was underway when the auditors were onsite. User
accounts were also migrated to the new network authentication services. MDoIT best
practices for user account password management are in the design phase.

b. WCBOE implemented a logging tool while the auditors were onsite. This logging tool was
implemented May 2013.

 
Recommendation 7 
We recommend that WCPS 
a. develop and implement a comprehensive and consolidated disaster recovery plan that is 

in accordance with the State of Maryland Information Technology (IT) Disaster Recovery 
Guidelines, (repeat) and 

b. backup files of critical network device configurations at an offsite, secure, 
environmentally-controlled location. 

WCBOE Response:
a. WCBOE agrees with this recommendation. While the auditors were onsite, we contacted

several 3rd party disaster recovery vendors and consultants, along with SunGuard our ERP
vendor. Analysis and pre project planning work is underway.
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b. WCBOE agrees with this recommendation. Plans are underway to package the backup and
send to a secure vendor already established for other backups done by WCBOE.

 
 
Recommendation 8 
We recommend that WCPS 
a. properly configure the firewall rules to implement a “least privilege” security strategy for 

better protecting its critical network devices; 
b. relocate all publicly accessible servers to the external protected zone to limit security 

exposures to critical systems on the internal network; and 
c. assess network security risks, and based on this assessment, implement IPS coverage, 

where necessary, for Internet traffic entering its network. 

WCBOE Response:
a. WCBOE agrees with this recommendation, and we implemented the recommended security

strategy while the auditors were onsite.
b. WCBOE agrees with this recommendation, and we implemented the recommended server

moves and firewall changes while the auditors were onsite.
c. WCBOE agrees with this recommendation.

Recommendation 9 
We recommend that WCPS take steps to determine if buses can be used more efficiently.  
Specifically, we recommend that WCPS 
a. develop formal, comprehensive bus routing policies and procedures that include 

guidance regarding the impact of bus capacities and student ride times; and 
b. utilize its automated routing software to develop more efficient bus routes on a system-

wide basis (repeat). 

WCBOE Response:
WCBOE disagrees and objects to the tone of this “repeat” audit finding. It would appear from
the auditors’ statement that WCBOE has done nothing to address this prior recommendation.
We provide the following reasons for our strong objections:

a. Using primarily Transfinder routing software, the WCBOE school bus fleet has been
reduced from 131 routed school buses in FY'08, to 122 school bus routes in FY'14.

b. Since FY 2010, using Transfinder, and more recently Edulog, the Transportation
Department has been able to create cost avoidance of in excess of $461,000 in the
transportation budget.
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c. When auditing routing efficiency, the auditor failed to consider factors unique to
Wicomico County that impact bus routing and scheduling: 1) the county extends
approximately 19 miles north to south and 32 miles east to west, 2) school buses must
travel to Rt. 50 to cross the Wicomico River, 3) 19 out of 26 school sites are within 4
miles of the Rt. 50/Rt13 intersection, 4) three of the four high schools are located
within 2 miles of the Rt. 50/Rt.13 intersection and within 1.5 miles of each other, 5)
Parkside HS students reside up to 17 miles from the school, 6) JM Bennett and Salisbury
Middle School students reside up to 24 miles from their assigned school, and 7) 69% of
all WCBOE students reside within 5 miles of the Rt. 50/Rt.13 intersection.

d. Transfinder was replaced with a more comprehensive software routing system, Edulog,
just prior to the audit period, to accomplish the tasks listed above due to Transfinder's
inability to handle buses with varying combinations of ridership groups and no
"optimization feature." Note: When the optimization feature of the Edulog routing
software was activated using existing parameters for school start/ending times, first
student pick up time of 6 a.m., last drop off time of 5 p.m. and target loads of 44 for
high school, 51 for middle school and 58 for elementary, the program identified a need
for two additional contracts. Efficient routing involves bus capacity and time.*

Recommendation 10 
We recommend that WCPS reevaluate its method of establishing payment amounts to bus 
contractors in future contracts (repeat).  Specifically, we recommend that WCPS use 
prevailing market rates (when determining investment rates), maintenance costs, and fuel 
costs (including consideration of the federal diesel fuel excise tax exemption) as the basis 
for establishing and documenting the annual per vehicle allotment, maintenance rate, and 
fuel rate. 

WCBOE Response:
The Superintendent of Schools disagrees with this audit finding for the following reasons:

a. The majority of WCBOE families depend on the school buses to transport their children
to and from school. Developing a reimbursement formula or instituting a completely
different methodology to provide qualified transportation services that satisfy the
recommendations of the auditors, but disrupts the delivery of safe student
transportation services is unacceptable.

b. Continued evaluation of routes, mileage, and hours of the fleet using Transfinder, and
more recently Edulog, has resulted in nine (9) less contract routes and a cost avoidance
of in excess of $461,000.

*See Appendix B for related auditor’s comment.
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c. Comparing WCBOE to the 15 other Maryland public school systems with contractor
owned buses, WCBOE ranks 8th in PVA, 12th in the hourly rate, and 9th in the mileage
rate. See below chart of school year 2013 2014 rates for the school systems that utilize
contractor owned buses:

As seen from the above chart, when applied to a sample route of 4.25 hours and 55
miles per day using FY 2014 rates, WCBOE ranks 9th out of 16 school systems.

d. Based on the 2011 2012 MSDE Fact Book, only 2 other Maryland school systems had a
per pupil transportation cost less than WCBOE, see the following link:
http://www.marylandpublicschools.org/MSDE/divisions/bus_svcs/fb.htm

The Superintendent would like to remind the auditors of the MSDE “Per Vehicle Allowance
Workgroup Report” released by the Maryland State Department of Education (MSDE) in 2010.
The workgroup was created in response to the first round of Legislative Audit findings
concerning the methodologies used by local school systems to pay independent school bus
contractors. The final report concluded that there is no “single approach to how an LEA should
determine its PVA” and that the determination of how to “fairly and equitably determine
compensation to school bus contractors……is the choice of the local jurisdiction as each best
knows its own unique transportation needs. Clearly, it is essential that the basis of and process

County PVA Rank Hourly Rank
Maint.
Rate Fuel*

Total
Mileage Rank

Admin.
Fee***

Sample Contract @
4.25 hours/55 miles Rank

Allegany $15,567 11 $18.93 9 $0.9800 $0.6154 $1.5954 1 $800 $46,642.91 8
Calvert** $11,936 15 $23.60 1 $0.8964 $0.6057 $1.5021 3 $5,100 $49,960.79 2
Caroline $16,995 7 $20.56 3 $0.7900 $0.5714 $1.3614 7 $2,832 $49,033.26 3
Carroll $17,916 4 $19.36 7 $0.9100 $0.5714 $1.4814 4 $1,100 $48,492.26 4
Cecil $16,653 10 $19.11 8 $0.7543 $0.5714 $1.3257 10 $600 $44,996.58 11
Charles $17,648 5 $21.35 2 $0.8074 $0.5517 $1.3591 8 $900 $48,335.84 6
Dorchester $18,100 3 $18.00 14 $0.7800 $0.6700 $1.4500 5 $1,160 $47,385.00 7
Garrett $14,390 13 $17.82 16 $0.8200 $0.8585 $1.5885 2 $800 $44,548.45 12
Harford $18,765 1 $20.20 4 $0.7100 $0.4131 $1.1231 16 $3,150 $48,486.69 5
Kent $15,306 12 $18.90 10 $0.7500 $0.5000 $1.2500 14 $0 $42,139.50 16
Queen Anne's $16,700 9 $18.30 13 $0.0000 $0.0000 $1.2890 12 $450 $43,910.60 14
Somerset $17,200 6 $18.00 15 $0.6000 $0.6500 $1.2500 15 $800 $44,145.00 13
St. Mary's $13,159 14 $19.75 6 $0.7300 $0.5330 $1.2630 13 $4,661 $45,432.45 10
Washington $8,862 16 $18.81 11 $0.7517 $0.5408 $1.2925 11 $6,675 $42,721.90 15
Wicomico $16,715 8 $18.75 12 $0.8170 $0.5430 $1.3600 9 $1,560 $46,082.75 9
Worcester $18,400 2 $20.05 5 $0.7510 $0.6700 $1.4210 6 $3,400 $51,206.15 1

State Avg. $15,895 $19.47 $1.37 $46,470.01
* Fuel Calculations based on $4.00 per gallon
**Calvert has 5.75 hour/day minimum
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for such a determination be thoroughly documented and reviewed in an ongoing manner.”
WCBOE would also like to remind the auditors that the rates paid to our bus contractors are
approved and posted annually in the Board budget document so as to permit complete
transparency.*

Recommendation 11 
We recommend that WCPS 
a. independently verify all bus contractor’s manifests to ensure that the payments to the

contractors accurately reflect the actual bus services provided;
b. document the verification process; and
c. recover any overpayments to the bus contractors, including amounts identified in our

test.

WCBOE Response:
WCBOE agrees with the auditors’ recommendation and notes the following:

a. Student Transportation staff will audit approximately 50% of the bus manifests completed
and submitted by school bus contractors (7 randomly selected manifests each month, Oct. –
May, of each year).

b. Student Transportation staff will develop written procedures identifying the audit process.
c. WCBOE has completed monetary recovery from the contractor who was overpaid.

Recommendation 12
We recommend that WCPS
a. ccompare invoice prices with contract or agreed-upon prices, and
b. mmaintain price lists for all contracts.

WCBOE Response:
The Superintendent will ensure that Food Service staff will develop a process to compare
invoice prices with contract prices during FY 2013 2014.

Recommendation 13 
We recommend that WCPS work with its healthcare consortium members to select 
healthcare services vendors (third-party administration and stop-loss coverage) through 
competitive procurement processes.  

*See Appendix B for related auditor’s comment.
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WCBOE Response:
The auditors have failed to acknowledge in their report the actions taken by WCBOE (even prior
to the auditors making this recommendation) to proceed with a competitive procurement
process for healthcare:

In December, 2012, after reviewing with our consultant, Bolton Partners, the WCPE
healthcare consortium’s annual settlement results for contract year ended August 31,
2012, the members discussed the possibility of developing a formal request for
information (RFI) process for the coming contract year.
At the April 2013 meeting of the WCPE healthcare consortium, the members
unanimously decided to seek a contract for the provision of services from a consultant
to assist the consortium with the development of a formal RFI for the acquisition of
healthcare services for FY 2015.
At the June 2013 Board of Education meeting, a contract was awarded to Bolton
Partners to assist the WCPE healthcare consortium with completing a formal RFI process
to secure our healthcare insurance contract for contract year commencing September 1,
2014.

Recommendation 14 
We recommend that WCPS establish procedures to verify the amounts paid for health 
insurance.  Specifically, we recommend that WCPS 
a. obtain documentation to support actual claim payments and ensure audits of the claims

paid by the administrator are conducted;
b. use detailed claims payment data to ensure that all claims paid above the stop-loss limit

are reimbursed by the insurer; and
c. compare its records of enrolled employees, retirees, and dependents to invoices from

the administrator and determine the propriety of all administrative fees billed.

WCBOE Response:
a. WCBOE’s Procurement Department will investigate the possibilities of securing such a

service to audit our health insurance claims data. We will then bring this information to the
attention of the other members of the Wicomico Public Entities Healthcare Consortium.

b. Same as a. above.
c. The Superintendent informed the auditors that the Board utilizes the services of an

independent consultant to verify the data reported by our healthcare provider on the
annual settlement document to include claims payment data and claims paid above the
stop loss limit.



APPENDIX B 

Auditor’s Comments on the Wicomico County Public School’s Response 

Wicomico County Public Schools (WCPS) disagreed with certain of our findings in its 
response (Appendix A) to the audit report.  We continue to believe that the audit report 
findings are valid.  Our comments addressing these disagreements are presented below.  In 
accordance with State law, all areas of disagreement will be addressed through separate 
correspondence between this Office and WCPS.   

Superintendent’s Letter:  

The Superintendent’s letter indicates that WCPS agrees with some of the 14 audit report 
findings, but that WCPS feels certain of the findings were incomplete and inaccurate.  The 
letter further mentions certain general reasons for the disagreements, which relate primarily 
to audit report presentation and criteria for findings.  As stated above, OLA believes the 
findings are valid and the comments below provide explanations for specific findings.  OLA’s 
reports are presented in accordance with government auditing standards and the format 
and presentation are consistently applied to all school audits.  With respect the criteria used 
to assess policies and performance, OLA relies on laws that apply to the local school 
systems and best practices established by other entities, including the State of Maryland for 
its agencies.   

Finding 2:   

The report acknowledges that WCPS has guidelines for its corporate purchasing cards; 
however, the guidelines did not specify the acceptable uses for the cards, including whether 
the uses discussed in the response are appropriate.  Considering the sensitive nature of 
some of these purchases, including meals at local restaurants and gift cards, and the risk of 
abuse or misuse, OLA continues to maintain that the Board should define what constitutes 
acceptable and unacceptable uses for the cards.  As stated by OLA in the finding, WCPS is 
not required to follow the State’s corporate purchasing card policy; however, as also noted, 
the State’s policy incorporates many generally accepted practices to control purchasing card 
disbursements.   

Finding 4: 

When this issue was discussed with WCPS, its management acknowledged that the 
methodology used for the salary increases cited in the audit report was not delineated in the 
labor agreement.  Therefore, we believe WCPS should follow the terms of Board-approved 
labor agreements or submit personnel actions that deviate from the agreements to the 
Board.   

OLA’s citation of §4-103(a)(2), Education Article of the Annotated Code of Maryland was 
correct in this circumstance and was previously confirmed by advice from the Office of the 
Attorney General.   



Finding 9: 

OLA determined this to be a repeat finding because WCPS, as was the case during the prior 
audit, had not established comprehensive bus routing policies and procedures and was not 
fully using automated routing software.  The report finding did recognize the decline in the 
number of buses used by WCPS, which acknowledges that some actions were taken by 
WCPS to address the prior recommendation.  However, based upon OLA analysis of bus 
ridership versus capacity, it appears that additional efficiencies can be achieved.   

Finding 10:   

OLA did not recommend that WCPS develop a completely different reimbursement 
methodology or to take any action that would disrupt the “delivery of safe student” bus 
transportation services.  OLA did recommend that WCPS use prevailing market rates and 
actual costs when determining reimbursement amounts, a recommendation that is both 
fiscally prudent and consistent with recommendations made in similar circumstances in 
other school system audit reports.  Finally, OLA has included similar findings and 
recommendations in many other school system audit reports on the same lack of a sound 
basis for the amounts paid to bus contractors.  Consequently, WCPS’ comparison of its 
transportation costs to other school systems is not a valid measure of cost effectiveness.   




